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Date filed: 2i29!2008 / :r.KET FILF rn~V t;P!Gi\! \I

Name: \)1' company ('''eTed by this ccrtilication: Aroostook Imernct

Form 49lJ reiler J D: 826938

Name ,\1' signatory: Eric R. Warren

J itk of signatory: IT Mamlgcr

L Eric R. Warren. eertif), that I am an ollieer of the company named above. and acting as an agent of the
company. rhat I have pcrsonal knowledge that the company has established operating procedures that arc adequate
to ensure compliancc '\lth the Commission's CI'NI mles. See 47 C.F.R. ~ M.2001 eI seq.

Atlached to Ihis certilication is an accompanying statellleut explaining hem the company's procedures
ensure that thc company is in compJiam:e "ith the requirement> set !(lrlh in ,ecllon6·1.2001 el seq. oflhe
Commiss;,'n's rules.

The company has not taken any actions (proceedings instituted or pelitions liIed by a company at either
Slate c0111mlssions, the court system. or at thl' COlmnission against data brokers) against data brok<,rs in the past
year. Companies must report on any infonnatiell1 thaI they have with resped to the processes pretexters are using to
attempt to access CPNI . and what steps companies arc taking to pmted CPNI.

Pk"se tlnd attached our polICies and procedures for protecting our customer,' CPNI.

The compnny has not received any cuswm('r complaint> inlhe past year concerning the unauthorized release of
CPNI (uumber of customer complaints a eompauy has receivcd rdated to unauthorized access 10 CPNI. or
unauthorized disclosure of CPN I. broken dDwn by category or complaint, e.g. iustanees of improper access by
employees. instances of improper disclosure to iudividuals not authorized 10 receive the information. or inslances of
improper access to ouline inlrxlnation by iudiviehlllis not authorize.d to viev> the in!rmnation).

SIgned r"..... , ...~-.... " ~~--_.. ,,"_ ..

t~~ric R. IT Manager
Aronshhlk Inh~rncl

t·Jo. of Copi'ls ;9C'ft~J..}..__ ..
Lis! ASCDE



STATEMENT Of (OHPORATE POlIn

Received &Inspected

MAR -3 2010
FCC Mail Room

l\lrjUP rh:)(t"~~ i::3 C:OIT:1TlitLed to hOr1ol:.ing the pr:iv(]cy dnd sc:curity of
()1Jr c~u~:J!::c;me:r":-:: pC;C~::;();id1 inforrnation. We have adoptc·j L.he p'corc:ctj,ve
PC'llC es, pro~~0dllrl~s and enforcement actions descrj.bed if) this :narL:al
to prolc>,,:t tr;2 f)r.i,v~__l~',:y f Cl?NT in acc:ordance 'wi th S 2:?;; e)f tt'le

']"{:)}CCClTU7'iunicat un.'") f\ct. of 1996,4'7 c-::,!:'R 64.2001--.2CJDJ. The F'("'C's

,; u}a JC~(l~:,~, ~l :::FI\ 64. :2009. T1"lis Polj,cy applies tn E:..11. emp.Lc</e~~!s of.
liJNOF F;,hc'ri<? dnc~ it::; ~-:;Ub5j_ci1arl(~s. Any v.iolari,on ()t t:hlE~ r:i::):,(~y ;~/,l,lt

ub:) ~rt "[.he f:::rT\p.loj'(::e to the Di5CipJ. ine Fo11cy up to an(,j in J.l,Jcii!'Iq
i_l[;fn;,:~diat:e ciLscharg£;,,:;. Any elnpl()'j1{:':(: hav.Lnq know],edgl:' f (.:jny \;:i.cJ.Lat:C)fl
'.if the CPNf policy shall promptJy report such violat.ior1 t,o the
c:::~_,'p~cpcj,dte l'2v(?J of rn,~.1nagc;rric:nt. SE~n.Lor Ind!1C1C]emeIlL (Di rectcJr IA-?'J(:J)

",f AINO'F' Pr-10n(' is responsibl(;: for" cc~rnpj:i_arl:":c' in the~Jr area, of
r7-:~5 sibility.

~'t'lE: duty to pr()tc;ct cJ.nd enSl.lCC: the .sc;,cur Lty ()f AINOP Phont? customer!:s
(~rNI falls in accordance wi~11 t}le Ccrf)Orate policies and ices for
(~onf'j,denliality described in 0tJ! Emplo ~landbook and signed by every
S[tlf)loyee in the "CorlfidentiaJ,i.ty St2te!!\Cnt."

Ne'","' bil1.inq rtrnc:nt (:rnpl,:-;y._::(:,~: \.;il1un,jc:-qo CPNI tt'd.:l l1q upon h.i.rc~.

AI}) l,inc) emp:0ye~~ will receive ePNl r'p[resher training on d yea! y
bas,is. I]pon re~:~iviJ~g trainirl9! oyees will fill out and sign ttle
dOCuTLc:nL ":-l:ludC'd ir: i.x:J. 'This t siqnifie,(3 that: th(::;y
a(Jr!:'~:: tf:tcit tt:;~:y h(~v,_~ .rec~eivc'~d tra ninq and IJT'lCtE'.l's:and the rCdtc::r:.l.,:31.
I'}'ti~: !~j()r.~u;n':::n ;'1:.:L iJE3 :Ln the E.?rnployees' :C_:l,li:~'.

The unauthorized disclo~.ureof CPNI is considered a breach of
company policy and warrants the following disciplinary action:

Group 4:
1st Offense: Written Wllrning or Suspension or Termination
(depending on severity of offense)

! 'r"f' lC}<::,'[".'( --,(-, '''(')ry .._-J""'--!"-~""'T1,1'i~'--"·p
L 1J '1t. ,c..", L ,) Xj '" 1 "0 'j a r Cl.L , LJ ,_, ,iL t' J _ ell I '.- :.

and this Manual should be }-eferred
with
to:

Eric vJa"x:'.ren, '769--2691 x.TO

Anv violation of, or departure from, the policies and
:uri'oc'clures in this tJlanual shaLL be reporced immediately to:
Er:i(.'·: \·J~'-·lr.rcnf (;:,'~07) r769~·-2691 x.10



!\ TC),.:,' "hOilE' operating procedures developed to ensure compl.iance with 47 eFR 64.2001-.2009.
rhl~) arc vHillcn to ensure Ihal no use ofCPNI is made unlil a full review of applicable law has oeclJrrClL

GENERAl DSE Of [PHI
lJrli!',;:r feciciL-;~l law', our ,':;U,co;t()mf:::rs have tr';(-~ right, <:tnd \-lC have the duty',
t() f.;r:~jt_{:::;ct T:.he c-:;nfident_~ELlity of t.he customer's' telecomrnL1Ilicat ic,n::5

<":tCangeinerlL, q~.larltit·y'! dc?stinc:ticfl, (::lnd amcunL of use of
tel '-,mrnunic;jt orJS servic(~s and r-~~.1at:c;d billinq tor Lf1(::se SE~LVic(.:s.

T~]is formaLjol1 L~~ cal.Led CustorrlEr Proprietary Networ'k In[ormatli)l~

f~PNI) :)r1 ess egally comp0l1ed to, AINOP Phr)ne and our d,ffiliates
~'ll] ne)L rC,LCE-lSf" CJ'?NI to any cL~tslae c:Gmpa.n'i ..

CPNI irlcJ.udes: Wl'10Y'C, wher), dnd to whom a customer calls; amour1t and
enqth of ~al.ls a Cl1stomer makes: servi(:'ps a Cllst.()nler subscribes to

n\.J dista;ice, callinq fl:.~ature:3, e't(~. ; and 1..Jt'lc the c~ustomer' s
,;'1 q,Lven s;::::cvice. SC;;;-,(.' j"mportdnt~ pO:lnts r'erJard~lLq

I,"J?NI:
• l\ ::;UbSCl'iber's LlbJishF'd dirc'ctcJt:.<jl irlLormat:i:)jl ·i.s nut CPNJ Lf-l.L:~

include,s na:rnc, addccss, .01:1<1 p:J}J.1ishE:-d ph,onE:~ numi>E,~rs.

• iDe CPNT rule:; apply :0 all ty s of customer COTltacts- this
,lDC 1.l0l:?S t'eJ,c ene, .iLi-~:;Lor-c:~/rc:(''?pt,.i.()n ar;;.;·:2:) Sf:::J:Vlce, :~J.~3 wc~11 as

the general marketing of serVlces.
• '( u d() rioL need to se,~~ prio~ duthorizdtion l() vi,ew d cust01!ler's

_~'NI if Y()lJ arc offeri.flg a servi.ce of sinlilar staLl.IS to those ne
ust~,mc;r C:l1rc",]I-.i.y purcJ"Jas;.;js trc)m AINU? PhU"Le. (i.c'. S(,ime Bllcket)

• "{();..l cannot m\-Jrket s(:,r'vicc';:3 JlJts..Ldc Cj.f t,f"!(:: cus[",umer's \\bu ketff'
without C~ii~l appr(,;val [.rem Lh<~ cl1stcmc.r

Wiring Mai.rltenancc, Bll~dled

CPN I :-
cr c:quipm(Cnt.
customer to use

n()t 1.imj t.["~ct [0 \j'Jice H;·'l j .1., Ins: ,j~;.

5e:rvicf.~, TntE:x'rl2t, [)S~'" C(~111Jlar,

Yen ml,iS1." have f-.ic'Cmis::5. Lon fror;', ti-ie
inarket p~c [Jlans/ser'v'Lces l.O thern

•

•
(ic:d i ('at C~; i 1\i\cc()unt

are exempt lG Cd es where t.I'lE C11stome!" ~las a
re:serlt.,:',~ t..i '\Je" ,')Y' d. ccntrLicttJal i3qrc:C':1i.f,:::nt

t-.l.!'i and
,.~ Lint reSI)OrlsJ.bllJty wj.ttl AINO? T)hone.

-Out rll_CS st,lll. df)P y.
• ZII r:; (:-1::;; ,:.irc' pE:1r:'c ttf:::-d tc use fo-cm(,~r customc3:t:' :2~ CPNJ fc)t

\'~I\,'irlb'_l,,~::k'" S;~i es dr.ternpt'.s only if offc:.r.inq th(~ procllic:ts/3er··.j c::es
to which t.ile ~llSLonleY' p~eviollsJ.y subscribed. (N()t tnt: ne1tJ
serV1COS cutsi.ue of tile fornler cu:stamer-carrier reJatioflShiE).)

• \'~'Jtn:)(,tc}:11 at~t :~ arc: net permitt':.(~J nnti 1 l\E'lfE.E~ PIC c:hanqe
_~~'rt- u~· reque:':.i l : 11';;.\23 b~~:t.?n ccmple:teci, dl"'ld it ·1 21st 30 da'/:::~ [laVe

02 s t() ;ill~1w the custc~mer t.o be rno tel arlother c~rrier'.



For' Marketinu f.,lJrp()Ses, AINOP Phone would need to have CPNI appr'ovbl
before we cOllld target a specific group of customers with Internet ()I

Distance ~dvert:ising. For exampJ,e, AINOP Phone could not send
out a DSli cl,jverLisemenL jLst to cust:OITICrS tllat currerltly do not~

~ubs ribe tr 1,)(11 DSL service wit~!1()llt t.heir ePNI approval. However',
compaT';y c:ould use-: a mas3-marketin,] :~ppr(Jach to adve.]':,ti,SE.;~ tG ]\lJL

ClJstomers in a gerleral area. Sj?rvice negcltiators/representatives ar'e
required to ask permission before se},lillg any "out of bucket" service
':;r ~-:qt.;ir;,rnc'nt_. This .staLerf,(::;nt. is cal.lt~d the Dux'at-ion of call ;.~<)11S{:.;r1t,

().r- \'\ DOCC" :':~ (J t emeri t .

**********************************************************************
Emp~oyees who are unsure wilether specific information is CPNI, or are
in need of assistance with a specific customer contact shou~d ask
their Team Leads, or direct Supervisor for procedura~ c~arification.

Any vio~ation of this Order wi~~ subject t:he emp~oyee to the Corporate
Discip~ine Po~icy up to and inc~uding immediate discharge

tllSTOMEH SERVIa (PHI REQIJIHEMENTS AND VERBIAGE
CPNI i s acc:()U.n(~ infoJ'maL 'l on that. detail;.::, t'..!'l(::, C~lJ3tcrner' s usagf: and thF'
pt iCf':':S of :'"h.~,},ir tcLecor:nmunLcdt.i,ons serViC(:~5. This iJ'l(:.Ludes:

• Cllrrerlt servi.ces used/compe~l,tors pr'iciI1g
• Current to \l~.,aqc da.Ld/cDHtpetitcrs pt'.l.c'i.nq

• Cal.:' l.fiCJ pa r' rC:l'n:3

• CSEiqC ddt-a.
Tc'l !<i:?ep Lc (':' unnlun:i.c>Jt:LcY1 service c()mpetit.ion fair, t.he FCC ha~:'i

lih:i ,de:itcd:,ha:1·:. "tiC!: (.:annc)t utilize CPNI 1nf(~luTlaticn to mark,et/;::·.,el1 (,:n)/ ,-,f

our prOd'"l(' ;3/sc;r'/ ce,::;; without'
1st confirming a randOlll account password known only to the "responsible
billing party," and 2nd rec'eiving permission from the billing party to
"review their records for the purpose of offering additional service
options." Also, we must do,oument the customer's account each time the
"password" and or "permission" have been given.

TrH:: pd:.:3svJord ,::):'331.qned to t:H::: cust_crnc.'r':3 dcr.::;ount is rC<iu:: ~-c.'d by
1:(iP ~cc LO be RANDOM~ Th s medrlSl1~at i,t cannot t)8 based (jn "readily
,J'/(]iJablt.; tJiotjr-;3phical inf',:JYTiE:)ticn fJ (e.g., s()cial sc~cu,r.Lty numL"i:r,
;~'l:>:_ :')':';1:' s ;Tlai.d(~ri name, honH~ addl'e~3Sf dat.e of birth) Dr.' dCC(,ULr_

nL()?"lT:':::: ::.:;r; ((}.9., L:tccount n,umbE.~r c,r Elny componE~nt tllerF~cf, am;.~unt c:f
l~~~r bill, or a phorl0 nljmber associated with that accour~t.) We wj)

have the ability t.C) view t~1e password on a pop-up/al.ert if) QfIS.

Establishing an Account Password:

New Customer- UpO!l L1'1 c.rc'dL:i.ClIJ c;·j" the ne\-l dCC:CJunL on the Ii.INOP Phone
Sigrltlp Websi,t0, 11c Siq;';LJp pcocess WIll now be reqllired to establish

f. acc unt: passworeJ, arlO allow the custC)Jcer to sele t a secondary



\\non-o.i.c)graphjcal" SeCLlrity questlofl arId arlswer.

Existing Customer- Pi random1y qc~n(;rdt~::d FIN ~'ill bE:: cmbedd.cciicj the
,;)nun/;::n't:3 section ,)f ;~~'VE"::l'Y existi.ltcJ AINOP Phone customer's bi.ll,Lnq

statement. This PIN (now known as the [PIN) wi}. be used to
"a.urhentic;'"ite fl curreliL customers withciUt.. pre-esrC:-:iblished account
passwof'ds after 12/08/2007. Once we have authenticated t!)2 customer
Via the PIN, ·t1C customer may then set up a password an(i back up
~::i-~<>lf ty quC'sti.G~'. with the neCjot idt L. If thf:~ cust()m(~r:' canne>t ~/(::rl

the' PIN, ol_'het d LdLle authc~nt,Lcat.i()n methods 171c.1;1c1e: (*cnc.·:

• CaJ 1 t:,h(~ account tc~~Jept!c:'l';('; num.ber un r(~cord {not CBP #) and UPCi"l

thc: C)',,,rner f the i:3.C;COUtl\ dnsvJc~ring the cal'l t wc: wj~J..l tIH:,'n
est,3blish cll'l 2('Count password, designate the secofldar:y security
q~j0stion aI1J aflswers within the Subscr lrlquiry, and tllcn
}lar;dle the custon\er's service reqllest.

• CaLl he d,::count telephone number (net eBE iI) dnd leave til!" CFIN
number (iTi t.Le CIJstcJmer's voice rnajli/i~ins\-Jerinq miJ(,:hin(~. (Jpon

obta niT1g t:he CPIN inforlnati()n, the customer will the]] r:eed to
cal,l, (:ustomer service for paasword and sec\lr"it.y question set-up.

• The c:ustorner c~n come irlLo our bi.Lling office dnd show a valid
0·,,(' IO, which val daLes their identity, and allows for full

at:COtlnt a'Jr:~lc)rizati()I'1 dil\j djsc~.osur·e. A rldssword drld security
,Lon ',j;"; then be ,5eL'--up.

For customers with established account passwords, we
are to state the following:

CPNI Customer Account Authentication Statement:

If the caller cannot provide the password, we will then ask a
previously obtained "non-biographical" security question noted on the
customer's account:
Ex Ie:} of our "11011-blogra ieal" security quest:.iO!'IS: (a.lso usee] for
EBPP vc; r i l' ,J. (~'{::? t.i on)

• wtlat was tf10 COlor of jQ(lr fjr'st car?
• What was tl-IP name of your first pet?

S,~3h}()l:\.i un 1.:11.:.::' AIt··,)()P ('hone
I'{ J1.1:1]] 0/01:::'5.17. ;</.i.llmaint.:,ciill t.hcil' Dame:- paE.s~v"(·; vJ.l]J

aut')JrL:.~lt,i<\::i.1.1V P,)}.~l1,Iate: PaS8t40T\J, SS,#, !\!ame, and the' DOH f.L,:::Jd:'~; of

r­
,)
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S.C\lIllyOU'SUDIl,

SO<lj!ilYAAsmTi rc:---'-~~~-------

If the caller cannot provide the account password, the answer to the
,security question, or the CPIN nUIllber from their statement, we can do
any of the following:

• Call the account telephone number (not CBR #) and tIren anSWerl!lg
Lt'ie cal, 'yie C;dn advi.sE' T.h(~ custc)rneY' of their aC:C()ULt. p(.1:3sw():rd,
and next handle tile custC)mel'S set'vice reqll€st.

• Sene: the aCCCHJnt pass\.;}ord OR :")C'rvice request. infer-mat-i,on \r d e­
nldil 1.0 the Cllstomer's e-mail address on record (as long as it
hAS been eSLablj.shed for greater than 30 days) (we cannot send
Account info # password together)

• :~end the account pass~ord OR ser"v e request informatio!1 via {J.S.
Post Gftl\'e to t:1~ ~Ds~orner's ~1 llg address on record 5 long
as L t1d3 bee~ 0stablish~d for greater thatl 30 days)

• The customer (:an come irlto Cllr billing office and st\OW .) valid
ID, wh,[,::tl vall.dates ttleir identity, and allows for full

aCCDuI1t au~tlorizatic)I'l a password disclosUl"'e.

If the caller accurately provides the password, we hen iH~e rcqu ireej



aC·"UllnL
, . ,

l.1'jCtLl(l('

obtain thei,r perrnlsslon t "review their records for the purpose 01
')Cft'::x":i"nq add:l r::L(,;n,:-::tl service opt.i.on~3. fI (~;(~e Dnce Authclrizat.ion
;:~ ~:, ~:'l ~',cmenL )

Documentation of Customer .1'.ccount Authentication in QDS-
Document Authentication approval in QDS- After tfJ0' C.lstonJer ha'3

gJ,ven l}l~ .~ppropr·iate auth~nt:,ication (password or security quest.ion),
the' ne,goLJ,,::.ltoL \..;ri 1.1 not.e the infDl'n1.ation in the: ccmrnenLs 3creen ()f \)u:';
::::u'hs r Lbc,t: IncFl:. c~/. {a rlE}\--J CPN I PSSW cornment~ c()dc \,tJi 1.1 Lie 2J.ddE~d j

Example: AA CPNI Passwo:t'd stated by Fred
AAA CPNI Security question answered correctly by Fred

*The immediate docU11lentation of a confirmed or a rejected
"Authentication" will create a "time stamp" within the Comments screen
of when and who we spoke with. This will be o£ great importance in
the event we are ever questioned if the appropriate course of action
was per£ormed during any o.E our customer contacts.

CPNI Authorization Statement: DOCC - "Duration of
Ca~~ Consent"

Duration of Call ConSf;~nt (Per Call) Statement 01' "{)()CC" sratc;mc:n'L
i ::::; requ-L r~:.c:i to cJbtain a customer's erNI, to di~3(::USS CPE:/nc~n­

t{~2J(::cc;Fim:lr;iC(::lt on St:::t'V~lCC;,SJ /:l.nd/()r Ti:::leconurluflic:acLcns ser\/i,:;cs in
another 'lbllCku" n which ltle Cl13[Omer does not subscribe. The
Lnfur.hrnati()r~, b~: ;)flqS to tYle cus orner so Lh,e DOCC st(:iternc~nt NUS'T
tlese key elel~erits:

1) Ask per'rniSSL)~ to review recolds
2) St;Jte J'eaS()r1 It:hy ( tD possibl'/ rn(:i}~(:' a saJe:s:cecCmm(;71daL:(::n)

Ex,~;~:r'f" S 01' accf.::ptr)ble: l\uthoriz4-:ition stat(~:T'l(-,'nts inc1.lJ(jc':



D~rat on of Call Cc)nsent: (DOCe) allows AINor Phone to use a
Cj~st:.om(~r' s CPt-;JT f()[, onl y t'~le duraticn of that inbound call. It d06~S

(;t pr()vide AINOP Phone the opportuI1ity
the flJt.ure without i1skirlg each t for

to use ttle customer's ePNI in
their C()n~;3ent.

CPNI DOCC ~?proved by Fred

con ent where the DaCe is ~ot needed is considered "General consent"
or L-"ln)

Documentation of CPNI Auth,:>rization (DOCC) in QDS-
Document DOCC approval in QDS- After tJH~ DOCC staternent has been

prov ded, and ttle customer's permj.ssio~ has been obtained to use their
C;:'>NI, the ncqot iat,()I' v;iJ....l fl(jte t.h.c; informat j on 1. n the comrnc~nts screen
cJ". (iDS Sub:3cribt7r IfICj.uiry. (a nevi CPNI DaCe T\.pprcved ccnunenL cGde ttJill
b,,; acli:kd)
Example: AB

Documentation of CPNI Auth.;)rization (DOCC) Refusal in QDS-
Document DOCC refusal in QDS- !\fter the DaCe statement has been

provided, and Lhe customer has REFUSED to allow us the use of their
CPN.L, t.he nc:qCitj.. a-tor \..;1.,11 note the J.nformat.ion Ln t.he cornment"s screen

I Subscxj.ber Inqu5ry. (8 new CPNT DOCC Hefused comment code: ~:ill

bc: added)
Example: ABB CPNI Doce R.~fused by Fred

~if to customer refuses the DOCe authorization, negotlators may ON1",Y
discuss the spe ific product or service requested by the customer,
within ~heir ClJrrent lJSage bucket. NO other "out of bucket" service
j s t.() be; cffe

Doce Refusal Contact Documl~ntati.on in QDS- IncIuded in the ABB -- CeN.l
1:':,!~:fus<]J. cCfnnen::., Lh·:::: n(~:'~J()tiator must ncJ.udf2 a detaj.led dE:~E;Cr Lion of
the course of action that was taken, what was requested, and by whom .

*The documentation sequence of a confirmed or a rejected
"Authorization" will create a "time stamp" within the Comments screen
of when and who gave us permission to offer the services contained in
the oreier, The "Authori ....ation" comment is required to be entered
prior to the creation of tlle order, This will be of great importance
in the event we are ever questioned if the appropriate course of
action was performed durin9' any of our customer contacts.

If the caller is a new cus1:omer- Ne\'Ii customers t:o !\fNOf> Phone (r':ot an
c:x.i.stir;g P~TNOP Pf'10r18 customer requc:stj.. n;j ition2Jl sE:::l:vice) d.o no!.
reqllJ.re a "DOCC=" "COI1sent statement" t~() sell any AINOP Phone service

r prcducts, the creation of the new account, t AINOP Phone
3i~11tlP Websits will now t)e required to establish an account passworj,
dfld 6l1ow the (;ustomer to select a secondary "non-biographicaL N

2': rity qU82tion and provide an answer to that qJest.ioll.



CPNI is not required if offering services directly related to the
customer1s existing service relationship-

Any ca.rrier m,,3.y rnarket and/or sell tplec:ommunicat:i.cin servicEs
dir8ctly reJated to the ClJst:omer's current servic:e relation ip (i.e.
same bucks:.) T s means ltl2t it AINOP Phone is (:Llrrently providirig
]z)cal service t a customer", we Inay use ePNI (wi1:haut customer

(ll":S(Jnt-'! t.o sell/offer (3n'i addi~~.ior:i.l1 in the "locd1 service buckE-~t. 11
" ,

"1 rIC'Ju<.!("j$ serVIces E~U(:t-l d:-'";:

E1Cid_:_ti<~nd] Llnes! t()ll, et~'

r.:tJ:-~tom CaJ linqr'eaturos, 1 ist.inq;~(

If the caller specifically requests "out of bucketll services,
1\ DOCC statement ..1 :c; n~)t required when ':il customer :;;pec:i.f .Lcdl1y

~SKS for or inqu l"es db()Llt an "out of bucket service. II flowpver, ePNI
!tlay ()nly be ub(;d for that ~,·,pec;:i.fic r)I'()duct, or ,(3ervi.ce rcquosted by ;:he

iJstomer. If any ether "Ol,it of btJck0t" service is to be offered, theY1
t~:e Tlegotiator must use the Dace: st~jteinent and obtain tfle clJsL()lner'S
~pprcval to continue. A Comment ffilJSt. be en cered in QDS subscriber
Inquiry l~~lat xplains the CO\lrs!? 0' action that was taken and when.

Document Customer initiated "out of bucket'l requests in QDS- Althc)I'
Lhe DOCe is r:ot reqtlired, it. is necessary to docurnen1: custoDIer
inillat reque ts fer "C)UI elf bucket" services. Tt~e n lator wi.ll.
nc!ti3 tl'i~; J,ot'crrna'tJen in tI'~C CClrnrnerlts SCT:'e(~n (.If Q[:-S S1.Jbscrjb t£:'r In.cfljiry~

(El n'::· .....! CPNI DOCeNA. corn.n:c~nt :,:c,de wi] 1 bt:? added)
Example: ABC CPNI DOCC N/A request for PTN LD initiated by Fred

Reception area and Tn-Office Customer Contacts:

"In-Office" Customer Service contacts
I:",--,-jfflCC: custcmr,,::':I: SE.::.rv Lee aJ,}c)\v,'::-i (1ut,'n<-::n i., LC:2Jt". iori t.Yi,!:'cuqh thr::

pr(~.sc;:..:;t.r1ent. <\ ;J vaJid PhotoTD pr.i.oJ: to t}:(, d.Ls('..L.,')sure (j,f CFNJ.

(2hO~0 In TtJS be Government Issued) A redesign of the office
reccptj.on area may be re11~1 red as to enslJrethere is proper distdflce
b(7L~,/c:(:n the customc:r~3 b(~i..:)q sE.\rv.ic0"~d, and rhE"~ cust.()me~rs wait.:ntj in

L~" \.,,;hEn CPNI isbeinq dis'::'uss d. In adeLl.Lion to limitinq t.he
!~',c):3s~ibi 1 i y of f3dvesd.:,"cr;p..i.Ilq, Hi::?CE:pt.Lonis't"t:3 must ta 'pr c s(>curit.y
rr\0dS:lr~s to f)rotect the irldirec~ viewinq of ir customer's r'PNI on

er moniLors or printed trar:saction receipts.



Documentation of In-Office customer account Authentication in QDS
Document the ID presentment and authentication approval in QDS­

Atter the customer has provided a Government issued photo IO, alld
f::lppropr"iace authent-icdLion has bE"::en determined, tho nE:gotiator Hi 1.
n()t(:~ th(~ information j~n the comments screen of QDS SlJr)f3CribE::I' Inqu.ir>y~

(6 new CPNI PSSitJ cornmf.?nt code: wilI. [)E:? added)
Example: AAAA CPNI ME Lic presented by Fred

Individual duty to protect CPNI
The pr tection of CPN1 carries over to every representatIves'

w0rk stat.ion. We are required to follow the correct shredding
practices/recycli.rlg res outlined within our AINOP Phone Privacy
Policy. This policy in general requires, ttlat after internal use, we
destroy all credit card t information, account serVlce
records/statements, printed service orders and anything containlr19 d

cust.()mer's personal data. In addition ~o adhering to the required
shredding practices, representatives mlJst take p r security
rrleasures to protect the indirect viewing of their customer's CPNI on
their compute~ mOI1itors. The Windows seCllrity feature will allow the
representative to "lock" their COITlputers prIor to leaving their work
Sti3tj.OI"j for dlly eXI~c:nded time. 'Io reqain SY~3t:c~m ac~c:essl t:h(~

represenratives will then t)e required to enter ~heir ~sign on

CPNI Protection for On~ine Account Access (EBPP):

CPNI protection for Online Account Access (EBPP)
The Order requires password-protection for online access to CPNI.
3ecause we are prohibited from relying on "readily available
biographical information" or "aCC011nt information" to authenticate a
customer's identity before d customer accesses their EBPP (Electrorlic
l:.~:t"J Pay ,~lnr::i Presc'nLm0~'nt) acc()urtL/ this s'iqri.ifj,cantly 1 imits the
customer's ab lity to self-register for EEPP, anci our on-J.ine
authenticatioI1 OptiOJ1S.

Existing customers with est:ablished EBPP accounts and passwords;
Customers wi Ll be allowed to continl18 to utilize their existi.ng
passwords and stlO\lld experience no problems in completing routine
transact 1.0:153.

Existing customers aspiring" to self-register or initialize on-line
access to EBPP:
~~stomers will reach the flew aCCOLlnt registration screen of our site,
-lod be directed to cant.act a CIJstomer Service Representative at their
tocal business office to ccmplete the registration. The
:ep£~seDtative rece,Lving the Cllstomer's request to regisLer will need

10



t -:: \ (}v.: LtlE' F'CC~s prOp<:;~3.~,;.j rfl('~a.n:::; of ,::::uth{~ntication"'(:dllinqa

('!;:.::t~)mcr at the: t(;:1 onc; i"itlItlber' of rE~c().r'd or c~onfir'mi,ilq the c:rnbedded
tdtement ePIN. Once ttlC (:ustomer has beer) alJthenticated, the CSR

~ill ask the Cllstomer to 0stablish a CPNI/OI1-Li,ne password and hack-Uf)
C2J,C:l.nrl qU2sti()n~

11. ne tor Ef3F'F ~

Tlle Cllstomer wil,l rlOW able to sign UIJ on·,·

New customers without established EBPP accounts or passwords:
New C1JSCOmers will, during t}1e AINOP Phone signlJp process, create a
P:'l:.~s·.vc;-ci at,;c} .select d bdC\--Up secul,~ity question. This wi1 al1cw rtic
"i,lstorr,,:·r t. 3.l.qn up f',~,r ER.:,)P.

AeCOUl"ltt.lelffiO¢f _--~ - ~ -

Stcutity Question FavarftoSporl
S(l(wrltyAnswer _

- ("' '

rU'llr~~ r,.,r-il :,~~IU"l (Hp
~:()', l'IJ~'t ~.'I

(I'M< f<Il~l I. !>'<J~

f'f"l'I'N .;~l~: llll,~""jf

'u iJf~i 'lliJ,"~I,o;

Notification Process in the event of a CPNI breach:

cioth 1a\"f el': f:'orcement
thf;::; F'C:(.'.~ CPNl O.:rder m,.1ndatcs tric~

CDan(j l.h;:~ dffectt.~(j

d CPNI b.r.c;ach r

ime f:t arne ~

Cd1:r' .. ,,-.:;::~ :~re .requirc0d I.D :C;'.:pUIt CPNlbt"~~:·2;c:hc:s to 1i3.\>/ ('I:torC(0"~rnE:~nt

:~JtE:-?r f,.tian sC"ven businE~:;':;:_:~ da'/~:: after ;;1 "r'cd:-::~c,r:aLle de:te::rmina't.:L()L\ of
,-j L r c:<~ich f !I s(~:r<I 'l nq nor.:i...f.i (-'<'1 t .L.<)n throuqh a cent r d 1 r L 1 rh"J
f,.:--j L y to tnQ u.~::; ..':;:C' ret Serv'ice "f..JSSS'" ariel ~.. h;;~ F'edc::ral. Burcdd e)l
I rI ....';;:c ::,; t i qat 1. c n '-' FB Til

The dlsc:lc)sure ()f ePNI breacJjes to the affected customers ~r'e

p0tmissibl i ) seven days after notificat on to the USSS and the l;'BI,
providjrl{~ t!'!e law ertforcement authoritj,os have flot requested contlolled
P:')St..P.':;l'::.c'!rE~nl· of ~,he disc]usurc:. If ic s deteTmirlc'cJ t:h,:Jt chere is aLl

\\ cocnr: fI l' ~~dfor custCH'C:l: nc)1 ifiCeJ.ticn of tr'l€: brea,:h ai:.'; to avo.l.d
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\, lmnlC;diaL(~ anC'j :Lr.reparab.l(~ h:Jrrn, fI 1",,'(' r:n.1st fj.I'st con.sult~ v.:iT:ch the

01evant in\/Estigati .....re aqt~:'1C,/r and l,lpnr: receivinq thE-;ir: consent, we
may send notificatioTl of t~e b~ea(~~l to the affected customer.
Any ernploye(? ~i.n viol.aLion <)fchc CPN1' OIder, or any eHlployee havinl;;
knowle of a violatiofl of the CPNI Order policy shall promptly
report SllCh violation to 1:tle appropriate J_evel of manageme~t. Senior
nlarlaqement (D.irectoI' l:cvel} of AINOP P}~orle will be responsible for
maintainirlg pr'oper Notification compliance and informing the reql1i
divisions 0 Jaw enforcement throu a central re[)()rtirlg facility.
TL<, '_'..')T1iTTlI :".;',:0:1 :"iill mainta,in a tiJ'lk Lo th(:: r-cpc,YT:inq faciIJ,t\' ,'l~-

'..

All Carriers are required to maintain for TWO Years, a record of the
following:

• The date that the CPNI breach was discovered
• The date notification was sent to the USSS and the FBI

• The USSS and FBI response
• A detailed description of the CPNI that was breached and the

circumstances of the breach

*Employees who are unsure whether specific information is CPNI, or are
in need of assistance with a specific customer contact should ask
their Team Leads, or direct Supervisor for procedural clarification.

All consumer complaints must be investigated and documented
:-1:/ aCCu5cition O.t' complaint of unau r.tzed CFNI jjsc1c)sur(~ :nu3t- be

t:';,'·'C ,::. ~:l t(-, :.h(,.~ ropri,ate l(;v(-:~l of rnanaqernent, iJnd ,j()'~;lJmentc:d i.n th.c:
,:'UII1i!><c'nL:-; S"ji,,",'!1 Df QDS Subscr:l.ber Inquiry. A sUJlllllary of all consumer
complaints received within the year (December 8, 2007- March 1, 2008)
regarding the unauthorized release of CPNI, is required to accompany
our annual March 1st certification. This includes :

• The number of complaints broken down by category (e.g.,
improper access by employees, by unauthorized individuals, or
online)

• Information regarding "pretexter" tactics and carriers'
protective steps taken.
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Notification Process for Account Changes:

h(" Ft.:;C Ordt;;'( r r83 that WE; notify (:u.~3t.,cmer-;) ':m:nc::d,iateJy whc:n
(a; t~le customerrs password has been changed
(t)) CLlstomer's respOfLse to a "back-up seclJrit~y qltestion" tla:3

t'i(:f::r: ,:~'hanqed

(cj online aC(:OIJJlt has beer1 creal.cd or od
(d) address of J-~?cord has been created or cllanged

Notification may be sent vIa voicemail, text. n~essage, or dG P­

mail,' tter to the telephofie number or address of r'ecord. (the
not J u ,',1'\ rnust NC)T reveal trl(~ cbanqed account~ ,In.rC).t:'lnaticn) hE;3

cies.ictiC'd <::-: proqram rhat w.il1 '.:1ut.<>mdLic:ally qen.c'rate a \'Notificdti()n of
ACCO'"lnt: ~_;'I spread Sf'lee1: fui-. dny CD.;3torne.rs w.i tll .'such ;;JC:C:C)(,l.i1t

ch(:~rlges ~ (;3(;(:; AI)pendix fo~:.~ sample Not.j, f i(.":.dti 011 J.ett~E;rs) 11-

notification will be sent to the AINOP PhCf18 customers' enlail address.
Pi es of the spread sheet:; will be rndintai.llod (or proof ot

fication Frf)CeSS COD1I)112flce.



Suggestions for customers to further guard their
information.

You can ask AINOP Phone to:
-Deactivat.e the online acc:ess feat\lre if you dOll't manage YO\JY- aCCOi]r~t

CHi J i 1'1(; .

-Chan']<-: v'o',lr LE:IEphc)n~: nUTDeL, and requ0Elt nor.. -pubJ. ished ser"\/ice .
• ~:)t.~~. l.lp d lion-b.i t'aphic:·3.1 pa.sswc)rd for tel(~phone dCCOTJflt. aCCE3SS.

Four Things for CSRs to Remember:
]. l\u,thentir.:aLc' C'VC:l"'y' cust()mer , and wl":Oc'rl necesE5arYt qeL ()<:~c()unr

Ali~.horization p ior tiJ discussing products or services.
:-.: ..~ut,h(:;rltic:ate c\/ery custi.:)m~::,r, /-JfLd whc~n nec.:esEary, qet account
Authorization prior to dis 'ussinq products or services.
3. Aut_her1ticat~e every custonlcr, ar,d when necessary, get dC(;Our-t
AlILhorizatiof\ prior to dis ';Llssillg products or services.
4~ T\uther;tl·::a:~t~' every cusL: __rmc~r,.:J. 'vJhe:n nec:essa:ry, (jet acc(,;ur

Authorizatic)fl prior to discussirlg prOdLl(~ts or services.

! ! ! ! !AUTHENTICATE AND GET AUTHORIZATION' ! ! !

Jr.**.********'*'**************'iI'Quick Raference****""**'********'**********.*****tIf***

AA = CPNI Password confirmed
AAA= CPNI Security question answered
AAAA CPNI Photo ID presented
AB= CPNI Authorized DaCC statement
ABB= CPNI Refused DaCC statement
ABC= CPNI N/A Dacc statement
CPIN= Pin Number for CPNI authentication on
statements
WELC= Welcome Kit Mailed
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APPENDIX 1
SAMPLE CHANGE OF ACCOUNT RESPONSIBILITY LETTER

Telephone Number: XXX-XXX-l234

count Holder responsibility has been changed for the
Telephone number listed above.

An Account Holder has full account management authorization
including but not limited to the viewing and paying of the
""tl-'j' '"'t't"" p t'", '-"lJ co T"." ~ '-hq' T.r'·"c" "" imul, ,,1L,y ,., d -"moen" dS w,:;", , ao ,ar,L)U:, OL • .:;,r ,,,8rvl,,O a~lC

"'" ,', ~ t ,,,l,,t"'d ."1-.,, ,
L4u~pmLn rL~~ ,e~ ~Jlanges.

If did not request this change, please contact us
;"0'1' 't "',, 'L-80' 'l)'- ',7 C"~'-"t ~'3(J'.:Lnull-~\"ld_E:: ..L'y at ~ ,,~<- ,'_~'

Thank you for your immediate attention to this matter.
ATNOP Phone



APPENDIX 2
SAMPLE CHANGE OF ESPP ACCOUNT PASSWORD

Telephone Number: XXX-XXX-1234

r Custorner I

una'vcue of
1-800-752-

Thank you for your i~nediate attention to this matter.
l\INOP Phone

1 (;



APPENDIX 3
SAMPLE CHANGE ACCOUNT PASSWORD

er: XXX-XXX-1234

a.I" CU5tornc::~r t

TtlP ~crr)\lr'll,_~ ~,',.\j.~._ r]'7~tiOt, T~~0°W~lP~ ~C'[_ ,--A _~ "-_~ "'. "_ _~ _ ~__ .L ..•__• ,:1 ,_,"'" 1.../ (:1 ,,-J~) l; _ "."- ,L I,

listed above was changed on 12/9/2007.
the Telephone number

Your securi~y is important to us. If you are unaware of
this action, please contact us immediately at 1-800-752­
4 no.

Thank you for your :i.Jmne,diate attention to this rnatte.r.
ATNe)}? Pr10ne



APPENDIX 4
SAMPLE CHANGE OF CHANGE OF ADDRESS

Telephone Nllmber: XXX-XXX-1234

De a.t C':u.s t.. OITte.r ,

The On-lIne account password for the Telephone number listed
;ot'(",TD w'e'" ,"]el"nnE"'!! C',I'j IF,/Ci/')()O'!'""J 1-",.) ~ ,,:; (J. ~.' ....,.,,£ C1 1':J ".,,, ". I.. _," £~", " •

YC)u.[ sec~jrity is importanr to us. If you are llnaware of
Uns c1cti.(m, please contact us immediat,ely at 1-800-'7;')2-
4330.

Thank you for your i~nediate attention to thjs matter.
l\INOP Phone

1 tl



APPENDIX 5
Employee Verification of Review of Manual

NaTHc; :

~ }13ve reviewcci the ComparlY's Customer Proprietary Network
Informati.on
Compliance Manual and Operating Procedures ana agree to
comply \-lith the
procedures set forth therein .

.. --_.....•• ~.__._----

I.'




